
Today’s mobile device environment enables the ability to work anywhere, at any time, using multiple devices. According to a 2014 study, 
74% of respondent companies permit or plan to permit employees to bring their own device to work. The cloud-first, mobile-first 
world is here. While the benefits are clear, there are many factors to consider to ensure mobile access is secure, properly managed, and 
easy for IT departments to maintain. 
 
It can be challenging to get a clear view of how corporate data is accessed at 
any given time, especially when data can be accessed from multiple mobile 
devices and multiple locations. Microsoft Software Asset Management 
(SAM) for Mobile Device Management (MDM) can help you understand 
your organization’s mobile device environment and assist your business in 
implementing security measures to protect sensitive corporate data when 
accessed by employees via mobile devices.  

SAM for Mobile Device Management

Challenges Opportunities

Mobile Device Management SAM Engagement
The purpose of a Mobile Device Management SAM Engagement is to help you gain more visibility into mobile access of sensitive 
corporate data, implement controls to minimize risk, and understand mobile device licensing to ensure compliance. Your SAM partner 
will help provide a plan for which mobile device management procedures and tools need to be implemented as well as guidance on 
how to optimize your organization’s mobile device user management licensing solutions, which can help reduce costs and ensure 
compliance. Here are some challenges you may be facing today and some benefits you can gain by working with a Microsoft SAM 
partner on a Mobile Device Management SAM Engagement.

According to a 2014 study, 
74% of respondent companies 
permit or plan to permit 
employees to bring their own 
device to work.

Many modern workplaces depend on mobile devices,       
which can:  
• Increase the risk of data theft and leakage if the device    

is stolen. 
• Make it difficult to provide employee access to required 

apps and data. 
• Increase the risk of users accessing resources without the 

proper licensing in place, putting the organization at risk 
for non-compliance. 

• Expose confidential corporate data on mobile devices, 
which can’t be wiped.

Implementing SAM best practices for MDM will help you: 
• Gain visibility into who is accessing your organization’s 

corporate data.
• Implement the right IT controls to minimize risk and 

maximize compliance.
• Gain a better understanding of the components of   

your licensing agreement and how devices are tracked 
and counted.

• Safely increase the use of mobile devices to        
increase productivity. 

What to expect from a SAM Engagement
Every engagement will be slightly varied depending on your infrastructure, needs, and goals. At a high level, an engagement can be 
broken down into four phases, Planning, Data Collection, Data Analysis, and Final Presentation.  

Planning - The planning phase involves of gathering information from you on your infrastructure, identifying engagement goals, 
securing appointments, and arranging access to begin data collection and analysis. 

Data Collection – The data collection phase consists of the assembly of all data related to the discovery and inventory of software 
assets using an inventory tool followed by the mapping of inventory data, usage, and license entitlements. This may include a 
questionnaire and interviews with key stakeholders to ensure all relevant data and information is collected to provide a full and 
accurate analysis on software deployments, licensing entitlements, and current management processes. 

Data Analysis – The data analysis phase includes the review and validation of all collected data, the identification of all Microsoft 
license agreements, and an analysis of your longterm mobile device management  During the analysis phase results and 
recommendations are documented in detail. 

Final Presentation – At the conclusion of the SAM engagement your partner will present their results, recommendations, and next 
steps in an overview and a set of detailed reports.  

http://www.techproresearch.com/article/research-byod-booming-with-74-using-or-planning-to-use/


Asset Inventory 
In addition to collecting software inventory data, your SAM partner will help create a profile of your organization. This will occur via a 
combination of interviews with key stakeholders within your organization regarding your existing tool strategy, additional information 
that can be leveraged, and any mobile device management tools you may use such as: identity access management tools, network 
access control tools, and client device management tools. Your partner will pay particular attention to the capture of mobile assets 
during this inventory, which can be challenging, as many discovery tools were not designed to capture mobile assets. 

Data Interpretation and Technical Requirements
Anytime, anywhere access to information and people opens up new avenues for user collaboration and productivity. Developing a 
profile for your organization’s mobile use requires an understanding of how mobile devices are used within your organization. Your 
partner will help combine data collected from available tools with data from additional sources that is not discoverable via most tools to 
enable the ability to make fully informed decisions about how to optimize your organization’s mobile device program. 

Deployment Considerations
Your partner will help you navigate your mobile device environment taking into consideration existing software and new software 
solutions. As an example, Mobile Device Management for Office 365 lets you manage and secure mobile devices when they’re 
connected to Office 365. You can use MDM for Office 365 to set device security, policies and access rules, and to wipe mobile devices 
if they’re lost or stolen. If you are looking for additional protection you can subscribe to Microsoft Intune, which includes the ability to 
restrict actions such as copy and paste, helping keep corporate information even more secure.

Licensing Considerations
To identify licensing needs, your partner will help you assess whether you are appropriately licensed for your organization’s current 
mobile device usage and determine the best licensing options to align with your future business plans based on the information 
gathered during the analysis. 

Policy Improvements
Your partner will analyze your current SAM process and policies.  If necessary they will provide recommendations to develop or improve 
policies to support ongoing optimization, management, and compliance. Your partner will share some key best practices to improve 
your organization’s software asset management program going forward. 

Engagement Deliverables
Prior to the engagement you will receive a letter of engagement and a full Statement of Work from your partner explaining what to 
expect during your SAM engagement. At the conclusion of the engagement you will receive the reports detailed below.  

Find more about Software Asset Management at: 
http://www.microsoft.com/en-us/sam/overview.aspx

Executive 
Overview Report

The executive overview report contains a high level executive summary of the engagement scope, 
results, recommendations, and next steps.

Established Deployment 
Position (EDP) This report provides details related to all software currently deployed within your IT infrastructure.

Effective License    
Position (ELP)

The ELP report provides details related to license entitlements which are mapped to deployments and 
identifies any gaps or underutilization in your organization.

Mobile Device 
Management Assessment 
Report

This report includes an assessment of your overall mobile device state and a full set of 
recommendations on securing and managing your employee’s use of mobile devices. It includes 
licensing scenarios for implementing an MDM plan, technology guidance, and best practices for 
ongoing control. This report also includes an assessment of your company’s current SAM policies and 
procedures, and recommendations for improvement.

Licensing Optimization 
Recommendations Report

This report provides recommendations on how to optimize your Microsoft licensing program and 
structure for your company. The report details risks, liabilities, and opportunities associated with your 
current licensing practices such as Volume Licensing, Software Assurance, Remote Desktop Services, 
Enterprise Enrollment Qualified Devices programs, consumption information of installed products that 
are unused or under-utilized, and recommendations on areas for improvement to minimize future risk.   

Additional Uses of 
Data Report

The Additional Uses of Data Report includes recommendations on how to use the data you’ve already 
collected for other purposes, such as creating an internal software road map, cybersecurity assessment 
or cloud-ready assessment. 

Data Collection and Analysis
A Mobile Device Management SAM Engagement can help you gain visibility into who is accessing your organization’s 
corporate data and establish the right processes for managing mobile devices to enable your organization to find a balance 
between productivity gains, security, and licensing compliance. The data collection and analysis will include the categories 
defined below.


